
YOUR ATTACK SURFACE IS ONLY AS 
STRONG AS ITS WEAKEST ENTRY POINT
At year’s-end, we all like to relax with our families and enjoy a 
sense of peace during the holiday season. However, for the retail 
industry, this time of year is anything but peaceful. It’s the most 
lucrative time of the year in terms of revenue generation and one 
can only imagine the potential impacts a major breach could have 
on not only revenue, but also the industry’s success in the new 
year. In 2013, just as the holiday season was kicking-off, hackers 
disrupted the sense of calm for Fazio Mechanical and Target 
Corporation’s business leaders, employees, and customers.     

One wouldn’t expect a vendor for a large retail giant to be a 
contributing factor to a breach, but unfortunately for Fazio 
Mechanical—a Pennsylvania-based refrigerating and HVAC pro-
vider—this was exactly the case. In November of 2013, during 
the weeks leading up to Thanksgiving and Black Friday, hackers 
used Fazio Mechanical as a means to gain access to Target’s net-
works and systems. Shortly afterward, cybercriminals pillaged the 
personal fi nancial information of more than 40 million Target cus-
tomers. The Target breach quickly evolved into a very high profi le 
incident, garnering spotlight attention from national media outlets 
right in the midst of the holiday shopping season. Although both 
Fazio Mechanical and Target were victims of a cybercrime, both of 
their businesses and reputations were now on the line.

WHAT HAPPENED
Fazio Mechanical worked with forensic investigators to under-
stand how the attackers used the company as a springboard to 
compromise one of its most valuable clients. Additionally, Fazio 
Mechanical needed to determine what security measures failed 
and whether there were any reportable compliance violations. As 
it turned out, the origin of the attack stemmed from a malicious 
email (a cyber tactic referred to as, phishing)1 sent to one or more 
of Fazio Mechanical’s employees. Because the email appeared 
legitimate due to its use of fraudulent email credentials and use of 
non-suspicious content, an employee clicked on one of the links 
included in the email. The attackers had undetected access to 
Fazio Mechanical’s network for at least two months before the fi rst 
credit card information at Target was stolen. 

Island Hopping, also known as “leapfrogging,” is an offensive mili-
tary strategy in which, rather than taking on the primary objective 
head-on, the attacking force concentrates its efforts on associated 
entities that can be leveraged in order to cause intended effects 
on the desired target.2 Similarly, in the cyber context, associated 
entities often are within the supply chain of the primary objective 
because they are simply serving as the next stepping-stone for the 
attacker to cross the river. 

Hackers often use automated processes for conducting an attack 
campaign and smaller organizations with weaker cybersecurity 
programs fall prey to their tactics. When successful, the attackers 
use such organizations as a means to identify or go after their 
next best move. This was precisely the situation in the Fazio 
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Figure 1: Fazio Mechanical / Target Corp. Attack Sequence

1 Phishing is a social engineering tactic, primarily using email, where the sender masquerades as a trustworthy entity and tricks recipients into directed or implicit actions. Typically, the 
sender uses a seemingly legitimate email as a means to directly elicit sensitive data from their recipients or to covertly collect data from the recipient by prompting them to either click 
on a hyperlink or to open an attachment. In the latter scenario, hyperlinks and attachments serve as a delivery mechanism to install malicious software (malware) onto the recipient’s 
computer system or network. The email sent to Fazio Mechanical included a hyperlink that installed malware unbeknownst to the user once opened.
2 Island hopping as a military strategy was most notably used by the Allied Forces during World War II in fi ghting Japan and the Axis powers - gaining military bases and secure the many 
small strategically important islands in the Pacifi c that were not well defended but crucial in supporting the drive to the main islands of Japan.
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Mechanical case as the attackers realized they could use the 
credentials of Fazio Mechanical technicians as an entry point into 
Target Corporation. 

The obvious question one might ask is why Fazio Mechanical 
Services would have had access to Target’s network. There was 
initial speculation that Fazio Mechanical had access to Target’s 
systems in order to monitor energy consumption and help to regulate 
temperatures in Target stores, but Fazio Mechanical released a 
statement clarifying that attackers used compromised credentials 
to access Target’s system through a vendor portal authorized for 
electronic billing, contract submission, and project management.   

Fazio Mechanical and Target both failed to properly implement 
certain cybersecurity configurations. Fazio Mechanical had relied 
on a free version of a malware detection tool not designed for 
business application and Target failed to properly segment its 
networks, resulting in linking certain computer systems to one 
another that should not have been connected for security reasons. 

IMPLICATIONS
The Target breach resulted in the theft of more than 40 million credit 
and debit cards. The cost of this breach, estimated between USD 
240 million to 2.2 billion at the time of this writing, is staggering. 
Additionally, banks had to refund money stolen from customers 
adding up to an additional USD 200 million. Target dealt with 
federal investigations, more than 140 lawsuits, and received fines 
from individual states as well as additional Payment Card Industry 
(PCI) compliance fines. Target’s profits dropped by 46% in the 
last quarter of 2013 due to lost business resulting from to lack of 
customer confidence. Additionally, two of Target’s top executives—
CEO Gregg Steinhafel and CIO Beth Jacob—resigned as a result of 
the incident. Fazio Mechanical, the small to medium-sized business 
with an estimated USD 12.5 million in annual revenue at the time, 
had to deal with damage to its brand, possible legal liabilities, lost 
business opportunities, and undisclosed costs associated with 
incident response and cybersecurity improvements. 

IN HINDSIGHT
The Fazio Mechanical and Target breaches highlight two very 
important cybersecurity considerations. First, it highlights the 
importance of being prepared for a cybersecurity incident as 
frequently there is no discernable criterion for being targeted— 
hackers exploit targets of opportunity. Second, the incident 
emphasizes the need for a comprehensive risk management 
strategy that includes cyber risk considerations introduced by 
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external partnerships including vendors and suppliers. This means 
understanding the security measures any external parties have in 
place and considering the amount and level of access those parties 
should have to company networks, systems, and data. 

Cybersecurity is only as strong as its weakest link and any mean-
ingful solution is a shared responsibility. This case study shows 
that compliance with baseline industrial standards is often not 
enough; cybersecurity requires a comprehensive approach.

FIVE CONSIDERATIONS 
FOR PREVENTION:

1. Have a cybersecurity training program in place. Help prevent 
breaches through adequate cybersecurity awareness training 
for staff. Training will reduce the likely success of phishing 
campaigns and other issues resulting in human error. 

2. Require vendors and other third parties to use commercial-
ly-approved virus detection software. Use of commercially-ap-
proved virus detection software by Fazio Mechanical would 
have significantly decreased the likelihood of malware instal-
lation on its systems. 

3. Use multi-factor authentication. Ensure that only the au-
thorized users are accessing systems by requiring at least 
two-factor authentication. A multi-factor authentication re-
quirement with the vendor portal would have prevented hack-
ers from only needing stolen login IDs and passwords to gain 
access to Target’s vendor portal.

4. Regularly test for system and network weaknesses. Given the 
vendor portal was on the perimeter of Target’s systems, a pen-
etration test may have identified the vulnerabilities and weak-
nesses that were ultimately exploited by the hackers.

5. Segregate networks where appropriate. There should not have 
been a route between a network for an outside contractor and 
the payment data of a large company. Organizations need to 
determine the level and amount of access third party vendors 
should have, and limit access and availability of sensitive in-
formation wherever appropriate and possible. 


