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Six Signs Your Cybersecurity 
Training Program Needs
an Overhaul
Employees without proper cybersecurity training can put an 
organization’s security profile in danger, and without the right 
program in place, organizations could struggle to educate staff on 
the best practices to prevent threats from impacting the business. 

Cybersecurity training is critical to not only maintain 

security and privacy within an organization, but also to 

attract talent and retain skilled employees. Organizations 

that don’t prioritize and invest in training are putting the 

company at risk.

The risks of not providing training run the gamut—

and include threats such as lost revenue, diminished 

company reputation, and stolen proprietary information 

that could hamper company productivity and 

competitiveness. Consider, for example, some recent 

research findings.

The annual 2020 Cost of a Data Breach Report, re- 

searched by the Ponemon Institute and published by 

IBM Security, found that the global total cost of a data 

breach averaged $3.86 million and the average time to 

identify and contain a data breach was 280 days. And 

according to Verizon’s 2020 Data Breach Investigations 
Report, “ransomware now accounts for 27% of malware 

incidents, and 18% of organizations blocked at least one 

piece of ransomware.”

Ransomware implies poor security hygiene on the part 

of an organization, not necessarily security flaws, but is 

still something to monitor.

Cybersecurity training decisions can directly affect the 

bottom line, both through money lost during major 

security breaches when a virus is unleashed, and 

indirectly when unsatisfied valuable personnel decide to 

take their talents elsewhere. For instance, the departure 

of a key cybersecurity team member can create skills 

gaps not easily replaced by a new hire. Companies could 

find themselves investing in new training for existing 

hires or having to pay a premium for a new hire—both 

scenarios require time, leaving potential vulnerabilities 

exposed in the interim.

In addition to dedicated cybersecurity teams, orga-

nizations often neglect team members that perform 

cybersecurity duties but don’t carry it in their title, 

including IT system administrators and similar roles. 

These cyber-enabled team members are also in dire 

need of a training investment that could greatly impact 

the organization. Here are some surefire signs of an 

underperforming cybersecurity training program, and 

details on how an investment in advanced training 

solutions could mitigate them.

Despite these risks, 
almost two-thirds (62%) 
of organizations still are not 
providing the proper amount 
of cybersecurity training to 
their professional workers.

The State of
Cybersecurity Training

62%
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Cybersecurity roles in most organizations are relatively 

new. Most are at best 20 to 25 years old, and many 

emerging roles are less than 5 years old thanks to a 

quickly changing technology industry. Networks and 

the tools being used on them are rapidly evolving, and 

with this progress comes many security challenges.

Consider that the fastest-growing cybersecurity skills 

over the next five years will be public cloud security 

and Internet of Things knowledge, according to Burning 

Glass Technologies. In addition, demand for automation 

skills is up 255% since 2013, and demand for risk 

management skills has increased 133%.

For an industry that is growing exponentially, its trained 

talent pool is not, mainly due to a lack of proper training 

programs. Training available to workers entering the 

cybersecurity workforce is limited to outdated university 

curriculums that focus more on theory than practice 

or bootcamp-style training programs that are taught 

in ineffective “cram sessions” and don’t always relate to 

actual job requirements.

And there are those companies that are still uncertain 

what training they could need and, therefore, are not 

using training resources appropriately.

Many employers have found that it’s more cost-effective 

and efficient to train existing employees rather than 

recruiting new talent who possess the necessary 

credentials—and therefore demand higher starting 

salaries. With a prediction of more than 3 million unfilled 
cybersecurity jobs by 2021, according to Cybersecurity 

Ventures, the demand is there, but another report by 

the Information Systems Security Association (ISSA) says 

almost two-thirds of job applicants aren’t qualified. 

By investing in the proper and relevant training and 

certifications, they can equip loyal workers to keep an 

organization’s digital architecture—and the company’s 

best interests—secure.

The right cybersecurity workforce strategy can leverage 

training to help fill skills gaps, either by training new 

talent in the organization, reskilling existing talent in 

ancillary roles, or upskilling existing talent with training 

“toolboxes,” assessments, and discreet preparation for 

industry credentials. Role-based training programs can 

focus on employee needs and their overall role in the 

company down to daily skills, tasks, and responsibilities.

1. Outdated, Irrelevant, 
or Inadequate Training

Also, for every cybersecurity role 

available, there were only 2.3 
employed cybersecurity workers to 
recruit, compared to 5.8 employed 
workers per job opening across the 

economy in general, and that ratio 

hasn’t grown since 2015.
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In order to appropriately scope an 

organization’s needs and propose 

effective solutions, performance-based 
assessments can identify skills gaps.

Many organizations invest in cybersecurity training 

with the short-sighted goal of satisfying compliance 

regulations and industry standards. Yet cybersecurity 

training, if done properly and with the right support in 

place, can be an effective way to create and measure 

goals for the continued growth of their organization. 

Many employers are unsure of what certifications 

and training their employees need, both to maintain 

compliance standards and to make employees aware of 

inherent risks in their roles and perform their jobs more 

effectively. Without knowing what is lacking, it is difficult 

to identify where training efforts are needed.

Every organization has different goals and objectives, 

and needs will vary. Whether it’s role-playing the 

executive response to a potential cyber breach, 

employees studying for certification exams in cloud 

security or Big Data analytics, or government contractors 

developing cybersecurity maturity to meet Department 

of Defense (DoD) standards, the right training provider 

can help business leaders meet organizational goals. 

This helps the organization to connect cybersecurity 

goals with the major business initiatives, and then 

helps to formulate a baseline to measure objective 

improvement over time. An audit can also help realign 

existing staff to roles better suited to their skills and 

assign others based on assessments to more appropriate 

job roles. 

From there, a knowledgeable and experienced training 

provider can offer several options—onsite, on-demand, 

and live online sessions—as well as continuous support 

to help organizations meet their training needs and 

goals. Lastly, an action report can help organizations 

drive immediate change.

2. Unclear Goals
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There are many reasons to employ a cyber-ready 

workforce. For one, untrained employees place undue 

burden on IT investments and personnel, while in-

creasing the vulnerability of the entire organization.  

The training needs of a cyber-enabled organization go 

beyond basic awareness training principles that teach 

hygiene policies such as avoiding unknown links or 

opening strange emails.

Rather, cybersecurity training provides anyone having 

a role that has elements of security embedded within 

it with more technical training—for instance, an un-

derstanding of firewalls, blacklists, whitelists, and 

packets. 

Enabling remote connectivity to a larger population of 

employees will make it more important than ever to 

offer cybersecurity training to more workers and educate 

them on how their online actions can affect the overall 

organizational well-being.

It’s important to educate all workers about the threats 

inherent in today’s Bring Your Own Device culture, but 

more technical roles require training that monitors 

for advanced persistent threats and uses artificial 

intelligence to help detect and respond to anomalous 

behavior on networks.

Developing an intersection of security and risk 

management on corporate networks and in day-to-day 

processes will establish a company-wide understanding 

of security implications.

From there, supervisors and executives can create 

policies that will improve digital security throughout the 

organization.

Next, the remote workforce trend will continue to grow, 

which means there will be an increased use of VPN 

networks. 

3. A Missing Cybersecurity 
Culture

Employees who work on networks 

everyday—sales personnel, field 

workers, and even front desk 

personnel that handle emails—can
be a threat to an organization’s 

network security.
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Often employees aren’t fully aware of how their role, 

contribution, and day-to-day work in an organization 

can make a significant difference for the company’s 

overall security profile. And employees that don’t realize 

their importance aren’t often as motivated to perform as 

those that feel valued.

Cybersecurity training can attract, develop, and retain 

a happy, productive, and loyal workforce. More than 

ever, cybersecurity workers are looking for organizations 

willing to invest in their training and professional 

development.

And while some might argue that training workers is 

akin to investing money to prepare them for their next 

position, a study from LinkedIn shows that:

Money is not always the best motivator. Employees want 

to feel valued at their workplace, and regular, updated 

training relevant to their roles can help build employee 

loyalty.

Updated training might encourage some to move along, 

but more likely employees will be motivated to move up 

the ranks in the organization—and that can save money 

in the long run. 

Lastly, and perhaps most importantly, employees need 

to feel relevant—that is, an important and included part 

of the organization. Team members need to know what 

their efforts are doing to help the company.

Any organization who can better connect how a 

cybersecurity team member makes the company 

better or stronger will be more likely to create a happy 

team member who stays with the organization longer, 

regardless of pay and recognition.
Source: LinkedIn

of workers are willing to invest more 
time in a company that invests in their 

training and career advancement.

MORE THAN

90%

4. Unhappy,
Unmotivated Workers
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As soon as valuable workers leave, it’s 

very difficult to fill their roles. More than 

three-quarters of new cybersecurity 

positions take an average of three 
to six months to fill. 

Some organizations choose to spend top dollar to hire 

employees with cybersecurity training and credentials, 

but that can be a decision that may cost them more in 

the long term.

Organizations often think the best option to fill skills 

gaps in their security team is to recruit heavily certified 

security professionals, but another option could be 

identifying talent in house and training them with the 

necessary cybersecurity knowledge and skills to be 

effective in their roles.

Cybersecurity training investments can, in some cases, 

be worth hundreds of thousands of dollars over the 

career span of just one employee. Organizations that do 

choose to hire junior workers can mold them right out 

of college by investing in the right cybersecurity skills 

training.

The costs of acquiring pre-trained cybersecurity 

personnel—premium salary, benefits, onboarding costs—

can be staggering. Sure, the average cybersecurity 

worker earns a 9% higher salary than IT professionals, 

but the cost of losing the talent is estimated to be up 

213% of the worker’s salary.

Those replacements can be expensive; research shows 

that an organization will spend six to nine months’ 

worth of an employee’s salary to train their replacement. 

Investing in training for an in-house employee reduces 

the need to pay upfront costs, and it’s far easier and less 

expensive to invest in incremental training for entry to 

mid-level employees.

Cybersecurity training can make for more proficiency, 

even in roles that aren’t directly related to cybersecurity. 

Palo Alto Networks, for instance, found success through 

CyberVista by training 200 systems engineers to a 

baseline cybersecurity competency over eight weeks. 

The investment in the system engineering team brought 

credibility and authenticity into all sales processes, and 

allowed system engineers to help close deals faster.

5. Spending Too Much
on New Talent

Source: Information Systems Audit and Control Association (ISACA)
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Gone are the ineffective boot camp training programs, 

which required employees to spend precious time away 

from the office, attending class in a multiday seminar 

in a hotel conference room. They’d listen to lengthy 

lectures, trying to absorb large amounts of information 

to pass a test at the end of the session. Later, without 

proper support, employees likely forgot most of what 

they learned.

Even worse, this training option was used as a reward 

for top performers. Organizations sent off top-talent 

while leaving the remaining team members behind and 

without any training investment—effective or not

New digital and online training solutions can help 

reduce employee downtime for training and increase an 

organization’s return on training investment.

6. Absent, Neglected 
Employees 

Remote and online solutions allow employees to remain 

productive instead of spending time in offsite training 

sessions. Even better, these forms of training are more 

cost-effective ensuring that your team isn’t composed of 

disparate haves and have-nots. It’s also a win for remote 

workers; online training platforms allow them to study 

and test at more convenient times, making material 

retention more effective and allowing for periodic review 

of information and resources as they need it.

For leaders, digital assessment and data analysis 

capability allows for immediate feedback, and gives an 

organization actionable data to help measure employee 

performance and keep track of compliance and 

certification records. In addition, it also allows leaders 

to develop plans for continued development of the 

organization.
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Now more than ever, it is essential that employers invest 

in the continued training of their workers in a digital 

economy that is forecast to increasingly expose networks 

and data to the vulnerabilities of the online world. 

The need for employees with proper cybersecurity 

training will only grow, and it will behoove organizations 

to think outside the box of traditional hiring and training 

practices.

A partnership with a committed cybersecurity training 

provider is an investment that not only benefits 

the business with greater cost-savings, increased 

organizational effectiveness, and a more motivated 

workforce, but also helps build a stronger, resilient, 

and competitive organization leaning into the future. 

Future Success Through 
Better Training

About CyberVista

CyberVista is a cybersecurity workforce development company. Our mission is to build and strengthen organizations 

by providing cybersecurity professionals with the knowledge, skills, and abilities needed to drive growth and defense.

Founded in 2016, CyberVista benefits from the rich 84 year history of Kaplan—oneof the world’s premier training providers—

as its sister company and ally. In 2018, CyberVista welcomed Transcender into the brand. Transcender brings over 25 years 

of helping organizations and practitioners build technical job skills across all areas of IT and cybersecurity.

CyberVista, a Graham Holdings Company 

1300 17th Street North, 17th Floor 

Arlington, VA 22209

Let’s talk.

We look forward to the potential of working with you 

and your organization on your next initiative.

For further information please email

sales@cybervista.net or call 844-558-4782.


